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Decision/action requested

It is proposed to endorse the proposal in this discussion paper.
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Rationale

There are parallel working activities on SEPP inter-domain (i.e., N32 interface) certificate profile and certificate management between GSMA and 3GPP.
Observation 1: GSMA DESS sends LS to 3GPP SA3 on SEPP certificates [1].
GSMA DESS kindly requests 3GPP SA3 to:

1. Take GSMA’s trust establishment solution into account,

2. Include the mentioned SEPP security requirement in their specifications, and

3. Consider the proposal on the division of responsibilities, and to provide feedback on these three topics.
Observation 2: GSMA FS.34 v4.0 [2] defines SEPP certificate profiles on N32 interface.
Both SEPP ID and PLMN ID information are embed in the SAN fields as DNS name. 

And there are two types of SEPP depending on whether the SEPP is operated by the MNO (named as MNO SEPP) or operated by another entity (named as non-MNO SEPP). The corresponding SEPP certificate profile is slightly different.
· MNO SEPP 
The Subject CN field is structured as: 
sepp<SEPPID>.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org 

The SAN field is structured as: 

sepp<SEPPID>.5gc.mnc<PLMN ID>.mcc<MCC>.3gppnetwork.org 

· Non-MNO SEPP 
The CN field is structured as: 

sepp<SEPPID>.5gc.mnc<MNC>.mcc<MCC>.<UNIQUE-IPX-PROVIDER-ID>.ipxnetwork.org

The SAN field is structured as: 
sepp<SEPPID>.5gc.mnc<PLMN ID>.mcc<MCC>.<UNIQUE-IPX-PROVIDER-ID>.ipxnetwork.org 

Observation 3: 3GPP TS 29.573 specifies that one N32-c connection can serve multiple purposes, which can be other than roaming, for example "SNPN_INTERCONNECT" [3], clause 6.1.5.3.9.
· Table 6.1.5.3.9-1: Enumeration N32Purpose

	Enumeration value
	Description

	"ROAMING"
	Usage dedicated to roaming

	"INTER_PLMN_MOBILITY"
	Usage corresponding to any inter-mobility transactions

	"SMS_INTERCONNECT"
	Usage dedicated to SMS interconnect, e.g. SMS sent between subscribers of two different networks

	"ROAMING_TEST"
	Usage dedicated to roaming, and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"INTER_PLMN_MOBILITY_TEST"
	Usage corresponding to any inter-mobility transactions and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"SMS_INTERCONNECT_TEST"
	Usage dedicated to SMS interconnect, e.g. SMS sent between subscribers of two different networks, and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions

	"SNPN_INTERCONNECT"
	Usage dedicated to an interconnection with an SNPN 

	"SNPN_INTERCONNECT_TEST"
	Usage corresponding to any interconnection with an SNPN and allowed only for tests, e.g. to allow traffic for test subscribers/SUPI or sessions


Observation 4: 3GPP SA3 studies automated certificate management, which includes SEPP and inter-domain aspects in the scope [4].
The objectives of this study are to identify key issues, potential security and privacy requirements and solutions with respect to

-
Standardise the use of a single automated certificate management protocol and procedures for certificate life cycle events within intra-PLMN 5G SBA (i.e. to be used by all 5GC NFs including NRF, SCP, SEPP etc.)

-
Study the impact of service mesh in certificate management within 5G SBA

-
Study which lifecycle events (e.g., enrolment, renewal, revocation (e.g., OCSP, CRLs), status monitoring) of a certificate need to be covered.

-
Study the relation between certificate management lifecycle and NF management lifecycle.

-
Study to reference at minimum following principles:

•
Principle to be reusable when 5G SBA is for NPN (standalone and PNI)

•
Principles standardised to be able to support NFs doing mutual TLS in Slicing

•
Principles standardised to support both intra and inter PLMN, in the latter referring to SEPP certificates in N32 interfaces and potential cross-certification considerations

•
Principles involving ‘Chain of Trust’ of Certificate Authorities hierarchies

•
Principles for security of CA’s cryptographic private key
4
Detailed proposal

It is proposed to discuss the following questions regarding SEPP certificate handling on N32 interface between 3GPP and GSMA in different scenarios and agree on "3GPP takes full responsibility for definition of all N32 certificates".
4.1 3GPP takes full responsibility for definition of all N32 certificates
It is not optimal to divide responsibility of interface definition between two organizations. However, there may be related parts that fit to each organization. 

For example:

3GPP should define the technical specification, including N32 interface, SEPP inter-domain certificate profiles, SEPP certificate management requirement and protocol etc, and also take into account below questions.
Q1: Whether and how to meet GSMA requirement on the roaming scenario?
Q2: Whether and how to leave room for GSMA specific implementation (e.g., minimize impact on existing solution, provide room for future innovation)?

Q3: Whether and how to define minimal scope of requirements for SEPP certificate on N32 interface, so that to maintain least number of SEPP certificate profile variants?

Q4: Whether and how to define a unified PKI design principle on N32 interface, to satisfy both NPN interconnect and PLMN roaming deployments?

GSMA should define the implementation and maintain the related registers. For example:

· The IPX related rules (e.g., CRL Distribute Point available through the IPX) and handle the practical arrangements.

· Host a register of roaming partner root CA certificates and provide an easy mechanism for the roaming partners to fetch the trusted CAs.

· The existing IR.21 process is not sufficient for N32, which can be updated and aligned with 3GPP.
4.2 3GPP and GSMA divide responsibility for definition of N32 certificates 

Q5: How to divide the responsibility based on what criteria? For example, per N32 purpose or per network type (e.g., SNPN or PLMN)? 
NOTE 1: N32 purpose value can be extended in future, and one N32-c connection can serve multiple N32 purposes.

NOTE 2: NPN can be deployed as Standalone NPN (SNPN) or Public Network Integrated NPN (PNI-NPN), and more variants and even hybrid NPN deployment are possible depending on different use cases.

Q6: Divided responsibility may lead to different SEPP certificate profile for roaming and for NNI on theN32 interface. How to ensure interoperability and same level of security on the N32 interface between two SEPPs, if one SEPP follows GSMA's profile and the other SEPP follows 3GPP's profile?

NOTE 3: Divided responsibility may also lead to different PKI requirements and certificate management framework specified by GSMA and 3GPP for SEPP certificate on N32 interface, which increases the complexity in SEPP.
Q7: Even with divided responsibility, are there still some common aspects need be defined and aligned between both GSMA and 3GPP? If yes, how to handle them in the 3GPP specification and align with GSMA?

